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Information Technology Task Force (ITTF) 
Meeting Summary 
Thursday, October 11, 2012 
11:00 a.m.  




Committee Members Present    
Steven Baker       Phil McCullick    
Thomas Blood         Darnell Miles 
Doug Brinkley       Colleen Nickles    
Stacy DeMatteo        Rudy Panzholzer 
Peter Denning        Alan Pires 
Don Free       Paul Sanchez     
Christopher Gaucher       Jodie Stiles 
Joe LoPiccolo       Todd Wyatt 
Christine Haska       Warren Yu 
 
      
 
I. Financial System Update – Colleen Nickles 
• KFS readiness for closing of FY12 and opening of FY13 has gone smoothly so far.  FY 
12 will stay open until late October in a Period 13. 
 
II. Enterprise Information Systems – Todd Wyatt, Alan Pires & Chris Gaucher 
• Video Capture Tool:  ITACS has enhanced the video streaming service for our customers 
by developing a new Universal Video Embedder (UVE).  This will enable video content 
owners to easily stream video within their wiki spaces, department sites or teaching 
resources, in addition to making a variety of file formats accessible to all devices and 
browsers – without having to worry about the technical issues such as cross-browser or 
mobile device support. 
 
The viewer experience is enhanced because we first inspect their environment (the 
browser/device and plugins installed), and make adjustments as necessary. For example, 
the system can detect if a viewer does not have Flash installed, and automatically try to 
redirect them to the HTML5 version of the content. The same works for iOS mobile 
devices, which do not support Flash and can be automatically switched to an HTML5 
compatible version. 
 
The Universal Video Embedder was recently integrated into the NPS public video portal 
(http://www.nps.edu/video), opening up 99% of the content there to an entirely new 
mobile-device using audience. 
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The first video streaming workshop for customers is scheduled for the morning of 12 
October.  Another workshop session will be offered in November, and an announcement 
will be sent to the IT Task Force members when the event is scheduled. 
 
 
• Bulk Email Digital Signature Capability:  As has been presented in our All Hands 
Cybersecurity & Privacy training, we block almost 70% of our incoming e-mail as it is 
classified as SPAM, phishing, or contains malware. However, some of the malicious e-
mails do get through our filters. Oftentimes and unfortunately, what is sent as bulk mail 
to the NPS population can be interpreted as SPAM or phishing by our users and is 
ignored. Because of this, on 18 September ITACS launched a newly developed 
application to send trusted bulk email to the NPS campus community.  Bulk email sent to 
the NPS community using this new application is digitally signed with a role-based 
certificate.  In fact, the communication sent out to the campus advising the NPS 
community to look for the digital signature on bulk email and to delete any email that 
appears to be NPS bulk email but is not digitally signed was done using digitally signed 
bulk email using the new application.  The digital signature helps our users know the 
email is not a phishing attack. 
 
III. Classified Computing Update – Don Free 
• SCIF Expansion Project:  The purpose of the SCIF Expansion project is to provide more 
teaching and lab space for the University’s growing classified offerings.  The expansion 
is accomplished by incorporating STBL space within the SCIF footprint.  The new STBL 
spaces will move to Spanagel Hall and the EIS staff in those spaces will move to spaces 
in Ingersoll Hall.  The original project contractor was unable to bring his costs below the 
Unspecified Minor Construction $2M threshold, so NAVFAC Southwest decided to re-
compete the project.  An RFP is expected to be released in mid to late November with 
contract award in the February / March 2013 time period,  and project completion is 
planned for March / April 2014. 
 
• STBL Certification and Accreditation (C&A):  This past July the STBL network was 
recertified and reaccredited for another three years of operations.  This was a 
collaborative project bringing expertise from all ITACS departments as well as the 
Security Manager’s office. 
 
• Staffing:  A recommendation from the Classified Computing Committee’s initial report 
on the state of classified computing at NPS was for the addition of more IT staff.  Last 
October an experienced IT1 became a member of the STBL staff and this past July, a 
former navy IT and ITACS staff member was reassigned to the SCIF.  There are now 
four experienced IT professionals supporting the classified computing customer base. 
 
• Classified Computing Committee:  The Classified Computing Committee is committee 
under the IT Task Force composed of experienced faculty and staff deeply involved int 
classified teaching, research and support.  The committee acts in an oversight and 
advisory capacity in the management  of classified computing services by setting 
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priorities and for the allocation of resources, ensuring alignment of propose projects with 
NPS’ mission and providing a campus wide forum for discussion of the NPS classified 
computing program.  Members are:  Hersch Loomis, Chairman, Chris Eagle, Chris Olsen, 
Ed Fisher, George Congalves, CAPT Jennith Hoyt, Andy Andersen, Terri Brutzman, and 
Don Free. 
 
IV. Cybersecurity Update – Christopher Gaucher 
• Cybersecurity Awareness Month: During National Cybersecurity Awareness Month in 
October 2009, the Cybersecurity and Privacy team from our Information Technology 
and Communication Services (ITACS) department began giving "Cybersecurity and 
Privacy Refresher Training" sessions. Feedback on this training continues to be very 
positive. The Cybersecurity team continued to offer the training throughout 2010 and 
through 2012.  This October 2012, the Cybersecurity team will offer this training once 
a week at NPS and DLI as part of the 2012 Cybersecurity Awareness Month. 
Additionally, we will offer a family event at the end of the month in coordination with 
the Fleet and Family Service Center in La Mesa. We encourage family members to join 
us! The schedule and locations for all of the events planned for the month will be noted 
here when available: 
https://wiki.nps.edu/display/SC/Cybersecurity+Awareness+Training. Additionally, it 
was recommended that we create some aliases for the abuse mailbox, e.g., 
phishing@nps.edu.  
 
• Network Access Control (NAC): We successfully deployed the NAC to both Ingersoll 
and Root Halls this past month. The NAC was implemented to check computers that 
want to join our network for compliance with the latest anti-virus definitions and 
operating system updates. This technology reports discrepancies to the Cybersecurity 
team, specifically those workstations that are not in compliance with these two 
requirements. Of note, we are finding that almost 50% of all Macintosh computers do 
not have Anti-Virus software installed. Unfortunately, there is a considerably fast 
growing threat to these computers and they should have this software installed and 
maintained. In the future, the NAC will block all workstations not in compliance. 
Training and awareness of this new technology will be emphasized during this month’s 
Cybersecurity Awareness Month. So far, the deployment has been successful, but some 
users have erroneously associated the NAC with introducing problems. For this 
deployment to be successful, we need all users currently experiencing poor network or 
workstation performance to please contact the TAC to address their issues immediately 
before additional changes are made. Deployments to other areas around campus will 
occur thru the end of the calendar year. Points of contact within each affected 
organization will be contacted prior to deployment in their area. We will maintain a 
high-level of communications and customer service (AKA “swarm communications”) 
during this evolution. For more information on the NAC (including the deployment 
schedule), see our wiki: 
https://wiki.nps.edu/display/SC/Network+Access+Control+%28SafeConnect%29     
For those that have not had the policy key pushed out to them (should be less than 2% 
of the campus wired workstations), you can download the software from the internal 
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NPS wiki prior to enforcement of your building’s network. More guidance on Virtual 
Machines will be added soon. 
 
 
V. Cyberinfrastructure – Thomas Blood 
• Due to time constraints this area was tabled until the next meeting. 
 
VI. Information Items –  Christine Haska 
• Visit to USNA October 15-16, 2012 
o Met with NWC and USNA CIOs.  Joined by West Point CIO and TRADOC 
distlance learning director 
o Met with Provost Andy Phillips, CFO Joe Rubino, Cyber Director CAPT 
Simon, Architect Sara Phillips (for the new cyber building at USNA) and JAG 
CAPT O’Reilly 
o Attended Cyber Conference October 16 
• Board of Advisors meeting in D.C. Octobert 17-18, 2012 
o National Capitol Region Director RADM (ret.) Flanders presented as well as 
NCR-based NPS faculty 
• Meeting with DoD CIO October 18, 2012 with President Oliver and RADM (ret.) 
Flanders 
• New Non-DoD Conference Attendance Policy 
• New NPS Release of Public Information Committee 
 
The next meeting of the Information Technology Task Force will be held on November 8, 2012 
at 11:00 a.m. in the ECR at Herrmann Hall.   
